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Creating a Disaster Relief Plan

Is your office prepared if it were damaged or destroyed by fire, flood or another disaster? How would
your law firm deal with the death of one of its attorneys? A plan to minimize the impact of events such
as these should be in place at every law firm. The following program provides guidance to law firms to
avoid business interruption and loss in the wake of catastrophic events.

A successful disaster relief plan (“DRP”) must be written and distributed to all employees of the firm.
The content and scope of the plan will vary from law firm to law firm based on a variety of factors.
These factors include the number of employees, the location of the law firm, and types of anticipated
disasters that may affect the firm. The following should be considered for the DRP:

e Method of communications and several alternative method of communication for lawyers and
staff to contact each other in the event of a disaster. Both a calling plan, which designates who
will call whom, and methods of communications should be outlined in the DRP.

e Disaster Relief Team — assign a Disaster Relief Team (“DRT”) to keep the DRP updated and to
initiate the DRP in the event of a disaster. The DRT should include representatives from all
functional areas of the law firm, including partners, associates, paralegals, and support staff.

e Procedure for storage of vital information, including computer software, paper files, computer
files, and other information or technology. Further, a successful DRP will also contain a
procedure whereby all of the firm’s electronic information will be stored in a separate location
and not in the firm.

e Develop a building evacuation plan, including a location to meet upon the evacuation of all
employees and an individual (or individuals) in charge to ensure all employees are present upon
evacuation.

e Post-disaster checklist should be developed to use to coordinate communication and outreach.
The information should include the employee’s name, contact information, and the names and
contact information for their next of kin. Further, names and contact information of the law
firm’s clients and vendors should be included on the list.

e Keep insurance policies in a safe location, possibly offsite, and routinely evaluate the coverage to
ensure it satisfies your firm’s needs.

e Contact legal colleagues and other potential businesses, before a disaster, to determine whether
temporary work space can be provided in the event that your office is destroyed or if work
cannot be performed at your office.

Further, consider holding a seminar for your employees to discuss the DRP; however, training should be
practical. Any fire or other drills should ensure that the employees know where to go and what to do in
the event of a disaster. The time of the training should be held periodically to ensure all employees,
even newly hired employees, know the firm’s DRP.
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Recovering and Rebuilding Your
Practice - A Checklist

Damage Assessment IT Recovery
% Secure and stabilize the situation %+ To provide the best chance of recovery of
» Turn off all utilities hard drives and removable media, follow
» Pump out standing water these tips:
> Replace doors and windows » Never assume that data is unrecoverable,
» Install barriers to keep unauthorized no matter what it has been through.
persons out » Do not attempt to power up visibly
» If possible reactivate alarm system damaged devices.

» Do not shake, disassemble or attempt to
¢ Evaluate damage to equipment, critical clean any hard drive or server that has
documents and client files been damaged.
» Begin recovery process immediately » Do not use common software utility
» Determine salvageable items programs on broken or water-damaged

X/
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% Document the Damage devices.
» Photograph the damage » When preparing devices to be sent to
» Videotape the damage the manufacturer or to a recovery
service:
% Contact your insurer = Package them in a box that has
sufficient room for the device and
% Contact building owner/management packaging.

» Determine steps to limit damage
» Get approval to begin salvage operations

Contact E&O carrier to inform of disaster;
degree of damage and potential impact on
client services

Contact local emergency operations centers
» Register claims for relief for business

* Place wet media in a container that
will keep the shipping packaging
from getting wet.

Acquire additional server(s) with enough

capacity to run your applications.

» Back-up servers at a geographically
separate location (mirror data
centers/servers).

continuation » Personnel available and mobile to install
and manage server operations at a
Recovery Site remote site
» Back-ups of server configurations
% Locate a temporary recovery site/office » Data and application changes backed up
» Secure critical equipment and systems
» Re-established services % Obtain network map to begin reconstructing

the network.

June 2008 Preparing for and Rebuilding Your Practice After a Disaster Page 4



Communication
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Contact all firm personnel to inform them of
the firm’s status

» Degree of damage

» Location of recovery office

» Timeframe for recovery efforts

Get the firm’s client list and opposing

counsel information. If this information is

not available, recreate this information:

» Write down the names of all of the

clients you can remember

Have your staff write down the names of

all of the clients they can remember

Log phone calls from clients and add

them to the list

Look at ABA, state and local bar sites

for attorney-client message boards

Place ads in local newspapers letting the

public know where your office’s contact

information

» Provide contact information on your
firm’s web site.

» Access recent e-mail from your ISP
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As client information becomes available,
communicate with Clients, Courts and Other
Counsel. Inform all parties of the incident,
the degree of damage, its impact on
operations; provide contact information and
the address of the recovery site and/or
temporary office.

Retrieve the firm’s docket and calendar
information. If the information is not
accessible, recreate the list by using some
or all of the following tips:

» Start a fresh calendar, filling in
important dates as they become known.

» Obtain copies of correspondence from
clients to find deadlines and dates

» If available, review court dockets

» Obtain dates from opposing counsel

*

» If your ISP provider maintains e-mails
for a specific period of time, get access
to those to find dates and deadlines

Upon retrieval and review of the firm’s

docket and calendar information:

» Contact courts and other counsel to
reschedule meetings, hearings, court
appearances if needed

» Give clients a status report of any
immediate critical dates/deadlines for
meetings, hearings, etc. and whether
those will go forward or be postponed.

» Assure clients of the firm’s ability to be
up and operational quickly.

After alternative work space has been

secured:

» Provide clients, courts and other counsel
new contact information and temporary
office location

» Contact mail and courier services to re-
direct mail to the temporary office
location

» Contact vendors with new contact and
temporary office location

Contact your webmaster to set up a disaster
status page and direct clients to your site for
updated information.

Insurance

7/
°

Review business insurance, computer

equipment, valuable papers policy language;

talk with representative about coverage.

Topics to discuss include:

» Loss of income/extra expense and
business interruption coverage

» Discuss how to record and submit
expense information for reimbursement

» Understand how “loss of income”
coverage is calculated

Set up disaster account codes to distinguish
disaster purchases and expenses from
normal operating expenses.
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Financial Matters

+» Mail/Courier Services (Www.usps.com)
% Contact banks to request replacement checks » If disaster is widespread, affecting postal

X/
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and deposit books; copies of prior bank
statements and other records, if needed.

Determine any short-term cash flow needs
that might be needed and discuss/arrange
with insurance company/bank. Sources for
short-term financial assistance:

» Short-term, unsecured loans (FDIC)

Recover trust account transactions from:

» Bank’s copies of checks and deposit
slips and bank statements

» Individual client ledger transactions

records

Client’s checking account transactions

Bank tracking deposited checks back to

the account from which they were

withdrawn to identify the client/matter

Be sure your payroll service will not be

interrupted and that the service has your

temporary address for the delivery of checks

\ A%

Office Operations

7
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Telephone
» Use cell phones for communication until
temporary service is obtained

X/
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service as well, check to see that
anything mailed with a required deadline
was/is received on time.

» Notify other courts and counsel of
damage to postal service and obtain an
extension of deadlines due to
circumstances

» Contact postal office and courier

» SBA services of new, temporary address.

» FEMA

» Disaster unemployment assistance % Equipment

» Disaster Relief Funds » Contact equipment vendors re: existing

leases/contracts and your/their
performance obligations under the terms
of lease or contract.

» Identify portable computers/home
computers that might be pulled back
from home use during recovery period.

Assess Damage to Documents

Extent of damage

Recovery — internally or will recovery
services be required?

Cost benefit of recovery

What stabilization techniques are going
to be necessary?

What and how much personnel will be
required to recover and restore
documents?
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Client-Related Documents to recover:

» Arrange temporary service with local » Original Wills
telephone company at temporary » Contracts/Agreements
location » Settlements
» Arrange to have phone calls forwarded » Corporate records
to new number; or » Docket and calendar records
» Arrange for a telephone answering » Pleading files and court papers
service with a prepared message to » Current address of client’s counsel and
answer the old number until new system contacts
is in place. » Correspondence

» Arrange for fax and internet use.

X/
o

Recover Firm Documents
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